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GoldenEye THM Machine by Winter 
Hello! I put a lot of love into making this machine, considering that I've always been a big fan 
of the 007 films and this CTF is quite well set in this 1995 classic. I had a great time with this 
CTF and solving all the puzzles that came my way, so congratulations to the staff ben! 
Well, without further ado, let's get started with this machine. 
 
As I always say, to avoid spoilers, I will limit myself to getting the important FLAGS, in this 
case the ROOT flag. Similarly, by following this CTF, you will be able to answer all the 
questions that appear on TryHackMe. That said, let's get to it! 
 
You can notice sometimes the machine’s IP changes, that’s why I had to restart the 
machines some times because I'm not subscribed yet to TryHackMe and I needed to restart 
the machine. I'm really sorry for that!  

ENUMERATION AND FIRST FOOTHOLD 
As we always do, I'll start by performing an nmap:  
nmap -p- -sV -sC --min-rate 5000 10.10.11.202 -vvv 
 
PORT 25/TCP - SMTP 

 
PORT 80/TCP - HTTP 

 
PORT 5506/TCP - POP3 

 
PORT 5507/TCP - POP3 

 
 

 

 

https://tryhackme.com/p/ben
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After that i’ll check the website to see if we discover something interesting there: 

 
 
COOL!! now we’re reading some interesting things, first we have to navigate to /sev-home/ 
in order to log into the server. 
If we add /sev-home/ to the URL, we get a login popup, that seems to be a basic HTTP 
Basic Auth dialog. 

 
 
We don’t have any credentials yet so let’s move on for now. 
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I’ll check the source code of that first webpage, and it seems normal at first glance.

 
 
Let’s check the scripts: 

 
The CSS script seems normal, it sets the style of the page. 
But now we have http://10.10.11.202/terminal.js and now things get interesting! 
We have a commentary on the scripts, and it seems to be a message from someone to 
‘Boris’, mentioning that he should update his password because the MI6 seems to be 
planning to infiltrate. It also says that “Natalya” can break Boris’s codes. Everything else on 
the script seems to be normal. 
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We can also see that the sender encoded Boris’s password: 
&#73;&#110;&#118;&#105;&#110;&#99;&#105;&#98;&#108;&#101;&#72;&#97;&#99;&#107;
&#51;&#114; 
 
So let’s cook with cyberchef.io, a useful webpage for steganography. 
At first glance, the encoding seems to be HTML numeric character references, so let’s add 
HTML entity to the recipe and cook! 

 

 

 
 
There we go, it seems that the Boris’s password is “InvincibleHack3r”, let’s try it on the login 
page we seen before: http://10.10.11.202/sev-home/ 
 
The credentials worked with boris:InvincibleHack3r, now we have an explanation 
about what is “GoldenEye”. 
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Also, if we check the source code we can see there’s another commentary:

 
 
Let’s check if the credentials are valid for other services on the machine. 
 
Ok, the credentials DON’T work on the pop3 service  

 
 
But we have a username, Boris, and Natalya, so let’s make a userlist to bruteforce the pop3 
service. 
 

 
 
And now, it’s time to perform the password spray on the pop3 service: 
hydra -L theusers.txt -P /usr/share/wordlists/rockyou.txt 
10.10.11.202 -s 55007 pop3 -I 
 
And since rockyou.txt seemed to last an eternity i gave up after 30 min of bruteforce and 
tried with fasttrack.txt 
hydra -L theusers.txt -P /usr/share/wordlists/fasttrack.txt 
10.10.11.202 -s 55007 pop3 -I 
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And after a while, we discover that Natalya's password wasn’t that strong after all… 

 
 
Let’s try that credentials on the pop3 service: 

 
 
Now we’re logged in and we can see that there’s 3 messages on boris’s inbox, let’c check 
them out:  
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Natalya can break Boris's codes. 
 

 
And.. these emails weren’t really useful at least for me, but remember, we have another 
username and password combination: natalya:bird, let’s check these credentials. 
 

 
 
It seems that it worked, now we have access to all natalya’s emails. 
Let’s check them out.  
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There we go, now we have some juicy stuff, it seems that we have a student’s creds: 
xenia:RCP90rulez! 
 
We also have an interesting directory: severnaya-station.com/gnocertdir 
Let’s add severnaya-station.com to our hosts file and check that directory. 
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It seems that we have moodle installed on the system! Let’s try to login with the credentials 
we have.After checking that moodle, I found that Xenia has a message from Dr Doak! 
 

 
 
And we have another pop3 username, it seems that Dr Doak have a mail account on the 
pop3 under the username “doak” 
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Let’s try again with Hydra, maybe we can get doak’s password that way… 

 
 
There we go! We have the password for the user “doak”, “goat”. 
Let’s try it on the pop3 service: 
 

 
 
And now we have a Moodle userpass! dr_doak:4England!  
Let’s move to the Moodle and try to login. 
The credentials work as expected and we can find that Dr Doak have a folder named “for 
james” and inside of it there’s a txt file called “s3cret.txt”. Let’s check it out.  
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Doak says there’s something interesting on /dir007key/for-007.jpg, and he also says that 
he have the credentials for the admin of Moodle, but he can’t send it to us through plain text 
because the server scans it.  
 
So the image is very likely the encrypted password or added to the metadata. Let’s scan it 
with exiftool 

 
 
And yes, in the image description we can see the string “eFdpbnRlcjE5OTV4IQ==” that 
seems to be Base64.  
If we decode the string we see that the admin’s password is xWinter1995x!. 
 
Now let’s move to Moodle again and let’s try to login with those new credentials.  
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Ok, so as we can see, we’re logged as admin and we have a lot more control over the 
server. 
It’s time to exploit, let’s check for vulnerabilities!  

 
We’re in Moodle 2.2.3, so let’s check if we can find further information. 
I found that there’s an exploit related to the spellcheck plugin, that allows an RCE (Remote 
Command Execution) and could come in handy to get a reverse shell. 
After a while, I found that there’s a metasploit module to perform that, but I saw that it's 
super easy to reproduce it manually, so I exploited it that way. 
 

CVE-2013-3630 
Moodle through 2.5.2 allows remote authenticated administrators to execute arbitrary 
programs by configuring the aspell pathname and then triggering a spell-check operation 
within the TinyMCE editor. 
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So first of all, we set a reverse shell pointing to our machine that will listen to the 4444 port. 
 

 
 
Now we set up a listener on our system. 

 
 
And now we navigate to the Site Administrator /Plugins/Text Editors/TinyMCE HTML Editor 
And set the Spell Engine to PSpellShell. 
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Now triggering the plugin is pretty easy, we will navigate to the home and we will click on the 
course. 
After that, enter “News Forum” and click in “Add a new topic”: 

 
 
Now that we have a text editor we can trigger the plugin, just by clicking on that!  
 

 
There we go, we have a proper shell session into the victim’s machine! Let’s move on! 
 

PRIVILEGE ESCALATION AND ROOT FLAG 
Now that we’re in the system with a shell session, let’s enumerate a little bit. First of all we 
can see we’re www-data which is the default user and group used by web services on 
Linux/Unix systems, typically Apache, Nginx, or other HTTP servers. 
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We can see that there’s three users: 

-​ boris 
-​ natalya 
-​ doak 

 
And after the manual enumeration, let’s use linpeas to do the dirty work. 
As always, navigate to the linpeas folder and set up a python http server. 

 
 
Now we download linpeas in our victim machine and then add permissions to it. 
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And now, execute it and wait for the results! 

 
 
Seems that the Linux version could be interesting, let’s search it on searchsploit… 

 
We’ve got a lot od results but the Linux Kernel 3.13.0 seemed interesting to me. It’s in C so 
maybe we’ll need to compile. 
Ok, let’s download the .c and .txt files and see what it does. 
To download the files 
 

 
 
Nice! It seems viable. Let’s repeat the process to send the file to the target system. 

 
 
And now we download the file into the victim machine: 
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Now what we have to do is compile the .c script, i’ll make it with gcc: 
gcc 37292.c -o exploit 
 

 
 
But it seems that we don’t have gcc installed on the computer… 

 
 
But it seems that cc could work, so let’s fix the exploit and repeat the whole process again. 
 

 
 
Here i changed gcc to cc.  
Now, send the exploit again to the machine, same process:  
python http server => wget => cc. 
 
Now again, let’s make cc 37292.c -o exploit 
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And i’ll be hones there, i ignored the warnings and continued the process, i gave 
permissions to the new file with chmod +x exploit, and ran the exploit ./exploit. 

 

 
 
And it worked! Now we have a root shell and we just have to retrieve the root flag!  

 
 
Also, there’s an easter egg at the end of the room that I'll let you discover! As I said at the 
beginning, I loved this machine. It's well set up, the puzzles and challenges are quite 
entertaining, and the difficulty level is just right. It also combines exploitation and 
steganography, which makes it super entertaining. 

 


	GoldenEye THM Machine by Winter 
	ENUMERATION AND FIRST FOOTHOLD 
	CVE-2013-3630 

	PRIVILEGE ESCALATION AND ROOT FLAG 


